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1 Preface

1.1 Introduction

This NHIN CAQH CORE X12 Document Submission Service Interface Specifications
constitute the core services of an operational Nationwide Health Information Network
(NHIN) with Accredited Standards Committee (ASC) ANSI X12 Transactions. They are
intended to provide a standard set of service interfaces that enable the exchange of
interoperable health information amongst a group of peer nodes referred to as
Nationwide Health Information Exchanges (NHIES).

NHIN already defines services such as Document Submission service for IHE XDR Specification. This
specification will add the ASC ANSI X12 Document Submission Service in addition to XDR Document

Submission Service and these other services. It is important to note that the functional services of this
specification rest on a foundational set of defined core services that includes the following:

NHIN Trial Implementations Message Platform Service Interface Specification,

NHIN Trial Implementations Authorization Framework Service Interface Specification,
NHIN Trial Implementations Audit Log Query Service Interface Specification,

NHIN Trial Implementations NHIE Service Registry Interface Specification,

NHIN Trial Implementations Authorized Case Follow-Up Service Interface Specification.

agrwNRE

1.2 Intended Audience

The primary audiences for the NHIN CAQH CORE X12 Document Submission Service
Interface Specifications are the individuals responsible for implementing software
solutions that realize these interfaces for a NHIE that will exchange ASC ANSI X12
transactions. After reading this specification, one should have an understanding of the
context in which the service interface is meant to be used, the behavior of the interface,
the underlying reference standards and specifications, the Web Services Description
Language (WSDLs) used to define the service, any Extensible Markup Language (XML)
schemas used to define the content, and what “compliance” means from an
implementation testing perspective.

1.3 Focus of this Specification

This document defines the NHIN X12 Document Submission Service Interface
Specification. The purpose of this specification is to provide the ability to exchange
ASC X12 Administrative Transactions between one or more NHIEs via the Internet
using the Phase Il CAQH CORE Connectivity Rule web services over SOAP envelope
configuration with ASC X12 submission payload. While the CAQH CORE Connectivity
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Rule supports the exchange of any ASC X12 Administrative Transaction between any
two organizations, this specification is limited to the use of the Phase 1| CAQH CORE
Connectivity Rule between any two NHIEs. This is a different model of exchange than
subscription (see the NHIN Trial Implementations Health Information Event Messaging
Service Specification for details on this approach) because the sender decides to whom
the data should go and the receiver receives data on an appropriate available endpoint
from the sources it authorizes (refer to the Authorization Framework Service Interface
Specification). Also, this uses a different payload and model of exchange compared to
IHE XDR Document Submission based on ASC X12 Transactions.

1.4 Referenced Documents and Standards

The following documents and standards were referenced during the development of this specification.
Specific deviations from or constraints upon these standards are identified below.
1) Org/SDO name: CAQH CORE
Reference # / Spec Name: Phase Il CORE 270": Connectivity Rule Version 2.2.0
Version #: v2.2.0 (March 28, 2011)
NHIN Deviations or Constraints:
= Use of TLS 1.0 as per Messaging Platform Specification
= Use of SAML Assertions as per NHIN Authorization Framework Specification
= Use of SOAP 1.1+WSDL Envelope Standard (i.e., Envelope B standard)
Underlying Specs:
e CAQH CORE Phase | and Il Connectivity Operating Rules
Link: http://www.cagh.org/COREv5010.php

1.5 Deviations from Standards

Specific deviations or constraints from the above-mentioned standards are identified.

1.6 Relationship to Other NHIN Specifications

In some cases, the data exchanged between NHIEs will involve the communication of
individually identifiable health information (defined in 45 CFR Parts 160, 162, and 164).
When individually identifiable information is exchanged, then each NHIE must have a
common understanding of the claim/patient’s identity.

! Note: Phase Il CORE 270: Connectivity Rule Version 2.2.0 name is the rule number and not a reference to X12 270
eligibility transaction. The Phase || CORE 270: Connectivity Rule Version 2.2.0 is payload agnostic, and is designed
to carry any X12 administrative transaction payload as well as any other non-X12 payload.
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This specification is related to other NHIN specifications as described below:

e Messaging Platform — specifies a base set of messaging standards and web
service protocols which must be implemented by each NHIN node and applies to
all transactions including this transaction. All NHIN messages sent between
NHIN systems are Simple Object Access Protocol (SOAP) messages over
Hypertext Transfer Protocol (HTTP) using web services and all messages must
be encrypted and digitally signed.

e Authorization Framework — defines the exchange of metadata used to
characterize each NHIN request. The purpose of that exchange is to provide the
responder with the information needed to make an authorization decision for the
requested function.

e Services Registry — enables computer systems to discover and consume
services. For NHIN, the Services Registry is a Universal Description Discovery
and Integration (UDDI) web-services registry. This registry lists NHIN services
which, in this case, will consist of a single entry for endpoints that will respond to
X12 messages as defined herein.

2 Interface Description

2.1 Definition

In this interface specification, a “document” refers to the format of clinical data as it is
transferred between NHIEs, and not as it is stored within an NHIE or electronic health
record (EHR) system. A NHIE and its participating organizations may store clinical data
in whatever format or repository it chooses. Specifically, a “document” transferred
between NHIEs need not meet the criteria for persistence, stewardship, etc.

“Initiating NHIE” refers to a document source NHIE that initiates X12 document
submission transaction for one or more available documents on a particular patient.

“Receiving NHIE” refers to document recipient NHIE that receives X12 document
submission transaction.

2.2 Transaction Standard

This interface identifies the Phase Il CAQH CORE 270 Connectivity Rule Version 2.2.0
as the standard for NHIN X12 Document Submission Service Specification.

2.3 Assumptions

The following assumptions underlie this specification:

e There is no central or federated service that performs transactions across
multiple HIOs/HIHSs.

Page 8 of 26
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The requesting NHIN Gateway shall be responsible for using the UDDI Services
Registry to determine which of these Services they will call for any specific X12
transaction request message.

Security Assertion Markup Language (SAML) Authorization assertion(s) will be
included in the request message as specified by the Messaging Platform
specification.

2.4 Technical Pre-conditions

The following technical pre-conditions exist for this interface specification:

The initiating HIH/HIOs must publish in the NHIN UDDI Services Registry data
containing descriptive and technical information about their NHIN CAQH CORE
X12 Document Submission Service representing their Response endpoints.

The receiving HIH/HIOs must publish in the NHIN UDDI Services Registry data
containing descriptive and technical information about their NHIN CAQH CORE
X12 Document Submission Service representing their Request endpoints.

The initiating and receiving HIH/HIO to which the query will be directed have
been selected, and applicable service end points have been identified using the
NHIN UDDI Services Registry.

The Initiating and receiving HIH/HIOs must include SAML assertions containing
user-level credentials sufficient to enable authentication and/or authorization by
the receiving HIH/HIO system.

2.5 Technical Post-conditions

The following technical post-conditions will result after the execution of this interface
specification:

Errors encountered will be handled and included in the response as specified in
Phase Il CAQH CORE 270: Connectivity Rule Version 2.2.0.

The response to this request is a payload containing an X12 Transaction
message and some metadata describing the transaction such as Payload ID,
Sender ID, Receiver ID, etc. (required CAQH CORE Metadata will be described
in section 3.3.2 in detalil).

3 Interface Definition

3.1 Phase Il CAQH CORE 270: Connectivity Rule with ASC X12 Transactions:

Page 9 of 26
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This transaction is described in Phase Il CAQH CORE 270: Connectivity Rule Version
2.2.0 section 4.2.2. The figure below illustrates the actors and transaction (Any
Transactions) involved in in this specification service Request/Response transaction.

Figure 1: Actors and Transaction (Any Transactions) involved in this specification service

Receiving HIH/HIO
NwHIN

Initiating HIH/HIO
NwHIE

I

NwHIN CAQH CORE X12 Document Submission Request
(Any Transaction)

e

NwHIN CAQH CORE X12 Document Submission Response
(Any Transaction)

-

Following is the sample end to end flow between the systems behind the initiating and
receiving HIH/HIO's.

Figure 2: End to End message flow

. Initiating HIH/HIO Receiving HIH/HIO Review Contractor/
HealthCare Provider NwHIN NwHIN Health Plan
Submit Claim/Provider ‘ ‘

— Supporting Documentation Request - — S Add Documentation into ASC X12
(Might be Canonical or X12 Message) - Payload (Any Transaction) Converts the submitted ASC X12
Payload into the Provider submitted
Claim & ting Documentati
wHIN CAQH CORE X12 Document Submission Request————{ |~ ‘;ZE’,:’T"”}? “z‘l “:;“ niation

____ Submits the Claim Documentation
(Might be Canonical or X12 Message)

Response Messages or

_ X12 Payload in Respanse ——NwHIN CAQH CORE X12 Document Submission Response £ = = ~Acknowledgment Response— — —
— — (AnyTransaction) — — — (Any Transaction)

3.2 Multiple Documents Submission

This interface supports the ability to include multiple documents for a single patient in a single Submission

Transaction by adding multiple documents in the bin segments of any ASC X12 transaction.

3.3 CAQH CORE Real-time mode (Synchronous) and CAQH CORE Generic Batch Mode
(Deferred) Messaging

Page 10 of 26
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Receiving NHIEs must support asynchronous deferred document submission
transactions in Batch Mode of Phase Il CAQH CORE 270: Connectivity Rule Version
2.2.0; however, synchronous (immediate) document submission transactions may also
be optionally supported with in Real-time Mode of CAQH CORE 270: Connectivity Rule
Version 2.2.0, or may restrict submissions to use either Batch or Real-time messaging
mode based on agreements with its trading partners.

When not restricted by the Receiving NHIE, the Initiating NHIE may choose whether to
use Phase Il CAQH CORE 270: Connectivity Rule Version 2.2.0 Batch mode or Real-
time mode interactions. A Receiving NHIE that supports both Phase 1| CAQH CORE
270: Connectivity Rule Version 2.2.0 Batch mode and Real-time modes would set up
two services: One for Batch and one for Real-time. Additionally, the Initiating NHIE
would provide a response service entry point by which the Batch mode response is
delivered from Receiving NHIE in a separate HTTP Session to the Initiating NHIE. The
Synchronous (Real-Time mode) and Deferred (Batch mode) Messaging Workflow are
defined in the NHIN Messaging Platform Specification and Phase Il CAQH CORE 270:
Connectivity Rule Version 2.2.0 implementation guide documents.

3.3.1 CAQH CORE Real-time mode (Synchronous) Messaging Workflow

The Initiating NHIE and Receiving NHIE handle the CAQH CORE Real-time mode Document Submission
transaction in a single in-out message exchange pattern as defined in the NHIN Messaging Platform
Specification document.

In a CAQH CORE Real-time mode - the NHIN CAQH CORE X12 Document Submission is a request and
synchronous response message as shown in the diagram below:

Figure 3: CAQH CORE Real-time mode (Synchronous) Messaging workflow

<=3 1. NHIN CAQH CORE X12 Document Submission Request (Real-time mode - Any ASC X12
Transaction — Example - ASC X12 277 Transaction)

Initiating
NHIE

>| Receiving
2. NHIN CAQH CORE X12 Document Submission Response (Real-time mods - Any ASC X12 N HI E
Transaction — Example - ASC X12 275 Transaction)

N

In other words, the Initiating NHIE sends a CAQH CORE Real-time mode Document submission request
to the Receiving NHIE and waits for a response to come back on the same HTTP connection. The
receiving NHIE receives the CAQH CORE Real-time mode Document submission request and processes
it in real-time and sends back the response to the Initiating NHIE on that same HTTP connection.

CAQH CORE SOAP Real-time interaction does not support Message Transmission Optimization

Mechanism (MTOM) -only Batch interactions support MTOM. For Real-time using SOAP envelope, the
payload is a string, or if binary (that contain non-printable characters) must be Base64 encoded.
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3.3.2 CAQH CORE Generic Batch Mode Messaging Workflow

CAQH CORE Generic Batch mode Messaging workflow is supported by this
specification to solve the issues of extreme latency involved in processing of ASC X12
Document Submission request and the attached payload(s) associated with the request.

In the message interaction diagram below, each request and corresponding response
(e.g., 1 and 1a) is a CAQH CORE Generic Batch. The combination of three Generic
Batch message interactions shown below is equivalent to IHE’s Deferred Document
Submission interaction.

The Initiating NHIE and Receiving NHIE handle the CAQH CORE Batch mode ASC X12 Document
Submission transaction in a separate in-out message exchange pattern as defined in the NHIN
Messaging Platform Specification document.

In a CAQH CORE Generic Batch mode, the NHIN CAQH CORE X12 Document Submission is a two-way
message as shown in the diagram below:

Figure 4: CAQH CORE Generic Batch Mode Messaging workflow

<=3 1. NHIN CAQH CORE X12 Document Submission Request (CAQH Gensric Batch mode/aka
I . Deferred - Any ASC X12 Transaction) -
Initiating >| Receiving
New HTTF Tunnel
N HI E 1a. HTTP 200 Transmission/ Transport Acknowledgement (Batch mode/ aka Deferred - PayloadType= N HI E
X12_BatchReceiptConfirmation or CoreEnvelopeError)
( ................. EEEEEEEEEEsEEEEEEEEEEEEEEEEEEEEEEEEEE
= 2. First Notification: NHIN CAQH CORE X12 Document Submission Deferred Response (CAQH Generic
Batch/Deferred wy either error - X12 Transmission/application Conformance/\alidation)
824 - If no conformance and Transmission errors exist then - ASC X12 Batch Notification Reguest with 824
lication Advice Ack ledgement — Intermediate Status {CAQH Generic Batch mode/aka Deferred -
PayloadType= X12_824 Request 005010X186)
it I 999 - [f any conformance errors exist then - ASC X12 EDI Response with §99 Application i
I n Itlatl ng Ack ledgement - Impl ion Guide Conformance and Validation. (CAQH Generic Batch mode/aka Recel\” ng
N H I E Deferred - PayloadType= X12_999 Response 005010X231A1) N H I E
TA1 - If interchange is rejected only then - TA1 Interchange Acknowledgement (CAQH Generic Batch
> mode/aka Deferred - PayloadType = X12 _TAl_Response 00501X231A1)
- New HTTP Tunnel
24, First Notification Response (Batch PayloadType = X12_ BatchRecsiptConfirmation with HTTP 200,
X12 999 Response 005010X231A1, X12_TAl_ Response 00501X231A1, CoreEnvelopeError)
......................................................................................................... >

In other words, Initiating NHIE sends a CAQH CORE Generic Batch mode ASC X12 Document
submission request message to the Receiving NHIE and waits for only the HTTP status
acknowledgement.

Asynchronously, the responding NHIE receives the CAQH CORE Generic Batch mode ASC X12
Document submissions request message and processes it in Batch mode and sends the CAQH CORE
Generic Batch mode ASC X12 Document Submission transaction response message to the initiating
NHIE in a separate HTTP connection. The initiating NHIE receives the CAQH CORE Generic Batch mode
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250  ASC X12 Document Submission response message and sends back the corresponding HTTP status
251 acknowledgement message to the responding NHIE using the same HTTP Connection.

252 .

253 It should be noted that the Action names and namespaces in the CAQH CORE Generic Batch mode
254 (deferred/asynchronous) and the CAQH CORE Batch mode (deferred) versions of the WSDLs would
255 need to be different so that generation of the web service code in a gateway supporting both

256 (synchronous and deferred/ asynchronous) do not have conflicts.

257

258 CAQH CORE SOAP Batch mode interaction supports MTOM (i.e., For Batch mode using SOAP

259 envelope, the payload is an MTOM attachment).

o WEALTH 4

260 3.4 CAQH CORE Connectivity Metadata Elements

261

262  The required CAQH CORE Connectivity Metadata is described in the table below. CAQH CORE
263 Connectivity metadata elements are used in several ways in NHIN. The primary uses of the metadata are:
264 e Message routing

265 Transaction auditing

266 Transaction Scheduling

267 Resource Allocation

268 Backward compatibility

269 Error handling

270 Audit logging

271

272 Table 1: CAQH CORE Connectivity Metadata Elements

273

Element Description Field Name Optionality | Data Type
Payload Type | The type of payload included within | PayloadType R Coded Set
a request/response. This shall be
“X212_NNN_NNNNNNXNNNXN"
for a request and
“X12_NNN_NNNNNNXNNNXN"
for a response

See diagram for Payload Type
Components below for details on
the numeric and alpha characters.

CAQH CORE SOAP Real-time
interaction does not support MTOM
(only Batch interactions support
MTOM). For Real-time using SOAP
envelope, the payload is a string, or
if binary (that contain non-printable
characters), must be Base64
encoded.

Processing The mode of processing. This shall | ProcessingMode R Coded Set
Mode be “Batch Mode”.
Payload ID A payload ID assigned by the PayloadID R String
sender. This shall conform to
International Organization for
Standardization (1SO)
universally unique identifier
(UUID) standards with hexadecimal
notation, generated using a
combination of local timestamp as
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Element Description Field Name Optionality | Data Type
well as the hardware (MAC)
address.
Time Stamp A single coordinated Universal TimeStamp R dateTime
Time (UTC) time stamp including
time zone. This does not require a
shared time server.
Sender A unique business entity (trading SenderID R String
Identifier partner) identifier.
Receiver A unique business entity (trading ReceiverlD R String
Identifier partner) identifier.
CORE Rule The CORE Rule version that the CORERuleVersion R Coded Set
Version envelope is using.
Error Code The error code indicating the error ErrorCode R Coded Set
when processing the envelope.
Error Text error message. ErrorMessage R String
Message
274
275 Figure 5: (Table 1-1) Payload Type and Description of Components
276
TRS3 Errata
Transaction HIPAA TR3 Version X12 TR3 Identifier
Set-ID Release Identifier (optional)
X12 NNN NNNNNN X NNN XN
277
278
279 3.5 Connectivity Rule
280
281  The Phase Il CAQH CORE 270: Connectivity Rule Version 2.2.0 is described in detail at URL:
282 http://iwww.cagh.orq/COREvV5010.php
283
284 3.6 SOAP + WSDL based Message Envelope
285
286 The SOAP + WSDL based method requires SOAP version 1.2 as specified by the NHIN
287  Messaging Platform specification. There is no normative requirement for the SOAP
288 header? in CORE Connectivity Rule. Within this specification, the NHIN Messaging
289  Platform specification and Authorization Framework Service Interface Specification
290 SOAP Headers will be used. The SOAP body contains the remaining metadata defined
291 by Phase Il CAQH CORE 270: Connectivity rule Version 2.2.0 compliant XML Schema
292  Specification (see Appendix C). The message envelope structure is defined in the
293 CAQH CORE Phase Il Connectivity rule WSDL file. (See Appendix)
294

2 Phase Il CAQH CORE 270: Connectivity Rule requires that WS-Security Username and Password token must be added to the
SOAP Header in the request for user authentication/authorization. This requirement is replaced with SAML Assertion based user
authentication/authorization described in section 3.6 in this specification.
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3.7 SAML Assertion based User Authentication and Authorization

For submitter authentication/authorization®, the SAML Assertion needs to include additional <Attribute>
elements required by Health Information Technology (HIT) systems. The additional <Attribute> elements
required by this specification include 1) National Provider Identifier (NPI) Attribute and 2) NPI Provider
Name Attribute. Other elements required by this specification includel) User Organization ID Attribute, 2)
User Role Attribute, and 3) Purpose of Use Attribute which are defined in NHIN Authorization Framework
Service Interface Specification. User Authentication will be performed on an NPI Attribute and NPI
Provider Name Attribute pair against the National Plan and Provider Enumeration System (NPPES). The
receiving system will validate requests per NPI Attribute, User Role Attribute, and Purpose of Use
Attribute.

4  Error Handling

This section follows error handling specified in the Section 4.3.3 of the Phase Il CAQH
CORE 270: Connectivity Rule Version 2.2.0. The error codes relevant to the esMD are
listed in the following table:

Table 2: Error Handling

Error Codes Description
<FieldName>lllegal lllegal value provided for <FieldName>.
<FieldName>Required The field <FieldName> is required but was not provided.
<FieldName>NotUnderstood The field <FieldName> is not understood at the receiver. In
the case of SOAP, this error is returned as a NotUnderstood
SOAP fault.
VersionMismatch The version of the envelope sent is not acceptable to the

receiver. If the SOAP version is not valid at the receiver, a
SOAP fault is returned with this fault code.

UnAuthorized The username/password or Client certificate could not be
verified.
Sender The envelope sent by the sender did not conform to the

expected format. In the case of SOAP, this error should be
sent as a SOAP fault with “Sender” fault code.

Receiver The message could not be processed for reasons
attributable to the Receiver (e.g., upstream process is not
reachable). In the case of SOAP, this error should be sent
as a SOAP fault with “Receiver” fault code.

5 Auditing

This transaction shall be audited as specified in the Section 4.3.4 of the Phase || CAQH
CORE 270: Connectivity Rule Version 2.2.0 and NHIN Audit specifications.

3 Phase Il CAQH CORE 270: Connectivity Rule Version 2.2.0 specifies two methods for submitter authentication: 1)
Username/Password based authentication and 2) X.509 Certificate based authentication over TLS. This specification will use SAML
Assertion.
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6 Appendix A: Sample Messages
6.1 CAQH CORE Connectivity Real-time mode
6.1.1 Sample CORE SOAP + WSDL Real-time Request

POST /core/esMDBatch HTTP/1.1

Content-Type: multipart/related; boundary=MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614 ;

type=""application/xop+xml"; start="0.urn:uuid:5117AAE1116EA8B87A1200060184615@apache.org";
start-info="application/soap+xml'; action="BatchSubmitTransaction"

--MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614

Content-ID: <O.urn:uuid:5117AAE1116EA8B87A1200060184615@apache.org>
Content-Type: application/xop+xml; charset=UTF-8; type="application/soap+xml"
Content-Transfer-Encoding: binary

<?xml version="1.0" encoding="UTF-8"?7>
<soapenv:Envelope xmlIns:S="http://www.w3.0rg/2003/05/soap-envelope"
xmIns:wsse="http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity-secext-
1.0.xsd"
xmIns:wsu=""http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd"
xmIns:xs="http://www.w3.0rg/2001/XMLSchema’ xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmIns:saml="urn:oasis:names:tc:SAML:1.0:assertion"
xmIns:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1._xsd"
xmIns:excl4n="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<soapenv:Header>
<To xmIns="http://www.w3.0rg/2005/08/addressing"

>https://esmdg.-cms.cmstest:443/CONNECTNhinServicesWeb/NhinService/X12BatchDeferredDocumentSubmiss
ionRequest_Service </To>
<Action xmlIns="http://www.w3.0rg/2005/08/addressing"

>urn:ihe:iti:xdr:2007:Deferred:X12BatchDeferredDocumentSubmissionRequestMessage</Action>
<ReplyTo xmlIns="http://www.w3.0rg/2005/08/addressing">
<Address>http://www.w3.0rg/2005/08/addressing/anonymous</Address>
</ReplyTo>
<MessagelD xmlIns="http://www.w3.0rg/2005/08/addressing'> uuid:7a580843-6871-4e01-8db4-
963c9912345678</Message | D>
<wsse:Security S:mustUnderstand="true'>
<wsu:Timestamp
xmIns:nsl7="http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512""
xmIns:ns16=""http://schemas.xmlsoap.org/soap/envelope/' wsu:ld="_1">
<wsu:Created>2011-09-12T19:27:18Z</wsu:Created>
<wsu:Expires>2011-09-12T19:32:18Z</wsu:Expires>
</wsu:Timestamp>
<saml2:Assertion xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:excl4n="http://www.w3.0rg/2001/10/xml-exc-c14n#"
xmIns:saml2=""urn:oasis:names:tc:SAML:2._0:assertion"
xmIns:xenc=""http://www.w3.0rg/2001/04/xmlenc#"
xmIns:xs="http://www.w3.0rg/2001/XMLSchema""
1D=""149fbbe8-d116-471c-91f3-5ebc01756b31" Issuelnstant="2011-09-12T19:27:19.094Z"
Version="2.0">
<saml2:Issuer Format=""urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName"
>CN=SAML User,0U=QSSI,0=HITS,L=Columbia,ST=MD,C=US</saml2: Issuer>
<saml2:Subject>
<saml2:NamelD Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:X509SubjectName™
>U1D=610</saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:holder-of-
key''>
<saml2:SubjectConfirmationData>
<ds:Keylnfo>
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<ds:KeyValue>
<ds:RSAKeyValue>

<ds:Modulus>vYxVZKIzVdGMSBKkW4bYnV80MV/RgQKV1bf/DoMTX81aMO45P6r 1EarxQiOYrgzuYp+snzz2XM0S603JGQtXQu
zDwcwPKkH55bHFWHgtOMzXxG4SQ653a5Dzh04nsmJvxvbncNH/XNaWfHaCOJHBEFNCMwRebYocxYM92pq/G50GyE=</ds :Modul
us>
<ds:Exponent>AQAB</ds:Exponent>
</ds:RSAKeyValue>
</ds:KeyValue>
</ds:KeylInfo>
</saml2:SubjectConfirmationData>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:AuthnStatement Authnlnstant="2009-04-16T13:15:39.000Z" Sessionlndex="987">
<saml2:SubjectlLocality Address="158.147.185.168" DNSName=''cs.myQSSI.net"/>
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2_0:ac:classes:X509</saml2:AuthnContextClassR
ef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute Name="‘urn:oasis:names:tc:xspa:1.0:subject:subject-id">
<saml2:AttributeValue xmlIns:ns6="http://www.w3.0rg/2001/XMLSchema-
instance"
xmIns:ns7="http://www.w3.0rg/2001/XMLSchema"*
ns6:type=""ns7:string">Karl
S Skagerberg</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name='"'urn:oasis:names:tc:xspa:1.0:subject:organization'>
<saml2:AttributeValue xmlIns:ns6="http://www.w3.0rg/2001/XMLSchema-
instance"
xmlns:ns7="http://www.w3.0rg/2001/XMLSchema"
ns6:type=""ns7:string">QSSlI
esMD OID</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="urn:oasis:names:tc:xspa:1.0:subject:organization-id">
<saml2:AttributeValue xmlIns:ns6="http://www.w3.0rg/2001/XMLSchema-

instance"
xmIns:ns7="http://www.w3.0rg/2001/XMLSchema" ns6:type="ns7:string"
>123.456.657.123</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="‘urn:nhin:names:saml:homeCommunityld">
<saml2:AttributeValue xmlIns:ns6="http://www.w3.0rg/2001/XMLSchema-
instance"
xmIns:ns7="http://www.w3.0rg/2001/XMLSchema' ns6:type="ns7:string"
>123.456.657.123</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="urn:oasis:names:tc:xacml:2.0:subject:role">
<saml2:AttributeValue>
<hl7:Role xmIns:h17="urn:hl7-org:v3"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
code="307969004" codeSystem="2.16.840.1.113883.6.96"
codeSystemName=""SNOMED_CT" displayName="Public Health"
xsi:type="hl7:CE"/>
</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="urn:oasis:names:tc:xspa:1.0:subject:purposeofuse'>
<saml2:AttributeValue>
<hl7:PurposeForUse xmlns:hl7="urn:hl7-org:v3"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
code=""esMD Code'" codeSystem="2.16.840.1.113883.3.18.7.1"
codeSystemName=""nhin-purpose" displayName="esMD Display name"
xsi:type="hl7:CE"/>
</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="urn:oasis:names:tc:xacml:2._0:resource:resource-id">
<saml2:AttributeValue xmlIns:ns6="http://www.w3.0rg/2001/XMLSchema-
instance"
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xmIns:ns7="http://www.w3.0rg/2001/XMLSchema" ns6:type="ns7:string"
>urn:o0id:2.16.840.1.113883.13.34.110.1.110.9</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
<saml2:AuthzDecisionStatement Decision="Permit"

Resource="https://esmdg.cms.cmstest:443/CONNECTNhinServicesWeb/NhinService/XDRRequest_Service'>
<saml2:Action Namespace="urn:oasis:names:tc:SAML:1.0:action:rwedc"
>Execute</saml2:Action>
<saml2:Evidence>
<saml2:Assertion 1D="40df7cOa-ff3e-4b26-baeb-2910f6d0mc24091165"
Issuelnstant="2009-04-16T13:10:39.093Z" Version='2.0">
<saml2: Issuer
Format=""urn:oasis:names:tc:SAML:1.1:nameid-
format:X509SubjectName™
>CN=SAML User,0U=QSSI ,0=HITS,L=Columbia,ST=MD,C=US</saml2: Issuer>
<saml2:Conditions NotBefore="2009-04-16T13:10:39.093Z"
NotOnOrAfter=""2009-12-31T12:00:00.000Z"/>
<saml2:AttributeStatement>
<saml2:Attribute Name="AccessConsentPolicy"
NameFormat=""http://www.hhs.gov/healthit/nhin">
<saml2:AttributeValue
xmIns:ns6=""http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:ns7="http://www.w3.0rg/2001/XMLSchema"
ns6:type=""ns7:string">Claim-Ref-
1234</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="InstanceAccessConsentPolicy"
NameFormat="http://www.hhs.gov/healthit/nhin">
<saml2:AttributeValue
xmIns:ns6=""http://www.w3.0org/2001/XMLSchema-instance"
xmlns:ns7="http://www.w3.0rg/2001/XMLSchema"
ns6:type=""ns7:string"
>Claim-Instance-1</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
</saml2:Evidence>
</saml2:AuthzDecisionStatement>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-
shal"/>
<ds:Reference URI="#149fbbe8-d116-471c-91f3-5ebc01756b31">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature'/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-
clan#"'/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>ZBdsOn1MryEtB2U61izt04VIUQM=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>WHaeJEhzDjrBpf4/EEgmtWhY jGPtjJVp7/YXhpMsV09SQc8zUosTJoHjG1/ 1uroA8GUVGI8T6IBY
n56/ahzxq8+gMcqV4KWx9jYJILdAZ7 iINkBreQL i Vekd5Btmxwb 12R3V I19U5zsk 1 0AdbASGEeEw/wu/
3bW7Rov78hxPMdfALYc=</ds:SignatureValue>
<ds:Keylnfo>
<ds:KeyValue>
<ds:RSAKeyValue>
<ds:Modulus>vYxVZKIzVdGMSBkW4bYnV80MV/RgQKV1bf/DoMTX81aM045P6r 1EarxQiOYrgzuYp+snzz2XMOS6

03JGQtXQuzDwcwPkH55bHFWHgtOMzxG4SQ653a5Dzh04nsmJvxvbncNH/ XNaWFHaCOJHBEFNCMwR
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519 ebYocxYM92pg/G50GyE=</ds :Modulus>

520 <ds:Exponent>AQAB</ds:Exponent>

521 </ds:RSAKeyValue>

522 </ds:KeyValue>

523 </ds:KeylInfo>

524 </ds:Signature>

525 </saml2:Assertion>

526 <ds:Signature xmlIns:nsl7="http://docs.oasis-open.org/ws-sx/ws-

527 secureconversation/200512"

528 xmlns:ns16="http://schemas.xmlsoap.org/soap/envelope/" ld="_2">

529 <ds:SignedInfo>

530 <ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-
531 clan#>

532 <excl4n: InclusiveNamespaces PrefixList="wsse S'/>

533 </ds:CanonicalizationMethod>

534 <ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
535 <ds:Reference URI="# 1">

536 <ds:Transforms>

537 <ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
538 <excl4n: InclusiveNamespaces PrefixList="wsu wsse S'/>

539 </ds:Transform>

540 </ds:Transforms>

541 <ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
542 <ds:DigestValue>

543 <Include xmlns="http://www.w3.0rg/2004/08/xop/include"

544 href="cid:984d42f8-3ec8-4708-9a48-

545 53d8283db4d7@example . jaxws.sun.com'

546 />

547 </ds:DigestValue>

548 </ds:Reference>

549 </ds:SignedInfo>

550 <ds:SignatureValue>

551 <Include xmlns="http://www.w3.0rg/2004/08/xop/include"

552 href=""cid:926569ac-d833-4d0a-b6e8-d6070e11568F@example . jaxws.sun.com'/>
553 </ds:SignatureValue>

554 <ds:Keylnfo>

555 <wsse:SecurityTokenReference

556 wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-
557 profile-1._1#SAMLV2.0">

558 <wsse:Keyldentifier

559 ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-
560 profile-1.1#SAMLID"

561 >149fbbe8-d116-471c-91F3-5ebc01756b31</wsse:Keyldentifier>

562 </wsse:SecurityTokenReference>

563 </ds:KeylInfo>

564 </ds:Signature>

565 </wsse:Security>

566 </soapenv:Header>

567 <soapenv:Body>

568 <ns1:COREEnvelopeReal TimeRequest

569 xmlns:nsl1="http://www.cagh.org/SOAP/WSDL/CORERule2.2.0.xsd ">

570 <PayloadType>X12_270_Request_005010X279A1</PayloadType>

571 <ProcessingMode>Real Time</ProcessingMode>

572 <PayloadID>f81d4fae-7dec-11d0-a765-00a0c91e6bF6</Payload D>

573 <TimeStamp>2007-08-30T10:20:34Z</TimeStamp>

574 <Sender1D>HospitalA</Sender D>

575 <ReceiverlD>PayerB</ReceiverID>

576 <CORERuleVersion>2.2.0</CORERuleVersion>

577 <Payload>

578 PD94bWwgdmVyc2IvbjOiMS4wl iBIbmNvZGluZz0i1VVRGLTgiPz4NCjxDbGluaWNhbERVY3VtZW50

579 1G1vb2RDb2R1PSIFVK4i IHhthG5zPSJ1cm46aGw3LWOyZzp2My INCiAg I CB4bWxuczp4c2k9Imho

580 </Payload>

581 </ns1:COREEnvelopeReal TimeRequest>

582 </soapenv:Body>

583 </soapenv:Envelope>
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6.1.2 Sample CORE SOAP + WSDL Real-time Response

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: multipart/related; boundary=MIMEBoundaryurn_uuid_0OB72121B1FEFA9BDD31200060195339;
type=""application/xop+xml"; start="0.urn:uuid:0B72121B1FEFA9BDD31200060195340@apache.org"; start-
info=""application/soap+xml'; action="BatchSubmitAckRetrievalTransaction"

--MIMEBoundaryurn_uuid_0OB72121B1FEFA9BDD31200060195339

Content-Type: application/xop+xml; charset=UTF-8; type="application/soap+xml"
Content-Transfer-Encoding: binary

Content-ID: <O.urn:uuid:0B72121B1FEFA9BDD31200060195340@apache.org>

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmlns:S="http://www.w3.0rg/2003/05/soap-envelope'>
<soapenv:Header>
<To xmIns="http://www.w3.0rg/2005/08/addressing"
>https://esmdg.-cms.cmstest:443/CONNECTNhinServicesWeb/NhinService/X12999BatchSubmissionAcknowledg
ementRetrievalResponse_Service</To>
<Action xmlIns="http://www.w3.0rg/2005/08/addressing"
>urn:ihe:iti:xdr:2007:Deferred:Deferred:X12999BatchSubmissionAcknowledgementRetrievalResponseMess
age</Action>
<ReplyTo xmlIns="http://www.w3.0rg/2005/08/addressing">
<Address>http://www.w3.0rg/2005/08/addressing/anonymous</Address>
</ReplyTo>
<MessagelD xmlIns="http://www.w3.0rg/2005/08/addressing'>uuid:7a580843-6871-4e01-8db4-
963c99147avds</Message I D>
<RelatesTo xmlIns="http://www.w3.0rg/2005/08/addressing">uuid: 7a580843-6871-4e01-8db4-
963c9912345678</RelatesTo>
</soapenv:Header>
<soapenv:Body>
<ns1:COREEnvelopeReal TimeResponse
xmIns:nsl1="http://www.caqh.org/SOAP/WSDL/CORERule2.2.0.xsd">
<PayloadType>X12_271 Response_005010X279A1</PayloadType>
<ProcessingMode>Real Time</ProcessingMode>
<PayloadlD>a81d44ae-7dec-11d0-a765-00a0c91e6ba0</PayloadlD>
<TimeStamp>2007-08-30T10:20:34Z</TimeStamp>
<Sender ID>PayerB</Sender 1D>
<ReceiverID>HospitalA</ReceiverID>
<CORERuleVersion>2.2._.0</CORERuleVersion>
<Payload>
PD94bWwgdmVyc2lvbjOiMS4wl iBIbmNvZGluZz0iVVRGLTgiPz4NCjxDbGluaWNhbERVY3VtZW50
1G1vb2RDb2RIPSJIFVK4i IHhtbG5zPSJ1cm46aGw3LWOyZzp2My INCiAg I CB4bWxuczp4c2k9 ImhO
</Payload>
<ErrorCode>Success</ErrorCode>
<ErrorMessage></ErrorMessage>
</ns1:COREEnvelopeReal TimeResponse>
</soapenv:Body>
</soapenv:Envelope>

6.2 CAQH CORE Connectivity Generic Batch mode
6.2.1 Sample CORE SOAP + WSDL Batch mode Request

POST /core/esMDBatch HTTP/1.1

Content-Type: multipart/related; boundary=MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614;

type=""application/xop+xml"; start="0.urn:uuid:5117AAE1116EA8B87A1200060184615@apache.org";
start-info="application/soap+xml'; action="BatchSubmitTransaction"

—--MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614

Content-ID: <O.urn:uuid:5117AAE1116EA8B87A1200060184615@apache.org>
Content-Type: application/xop+xml; charset=UTF-8; type="application/soap+xml"
Content-Transfer-Encoding: binary
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648 <?xml version="1_.0" encoding="UTF-8"2>

649 <soapenv:Envelope xmlns:S="http://www.w3.0rg/2003/05/soap-envelope"

ggg xmIns:wsse="http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity-secext-
1.0.xsd"

gg% xmIns:wsu=""http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd"

654 xmlns:xs="http://www.w3.0rg/2001/XMLSchema’ xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

655 xmIns:saml="urn:oasis:names:tc:SAML:1.0:assertion"

656 xmIns:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1._xsd"

657 xmlns:excl4n="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

658 <soapenv:Header>

ggg <To xmIns="http://www.w3.0rg/2005/08/addressing"

661 >https://esmdg.cms.cmstest:443/CONNECTNhinServicesWeb/NhinService/X12BatchDeferredDocumentSubmiss

662 ionRequest_Service </To>

ggi <Action xmlns="http://www.w3.0rg/2005/08/addressing"

665 >urn:ihe:iti:xdr:2007:Deferred:X12BatchDeferredDocumentSubmissionRequestMessage</Action>

666 <ReplyTo xmlns="http://www.w3.0rg/2005/08/addressing">

667 <Address>http://www.w3.0rg/2005/08/addressing/anonymous</Address>

668 </ReplyTo>

669 <MessagelD xmIns="http://www.w3.0rg/2005/08/addressing'> uuid:7a580843-6871-4e01-8db4-

670 963c9912345678</Message ID>

671 <wsse:Security S:mustUnderstand="true'>

672 <wsu:Timestamp

673 xmIns:nsl7="http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512""

674 xmIns:ns16=""http://schemas.xmlsoap.org/soap/envelope/" wsu:ld="_1">

675 <wsu:Created>2011-09-12T19:27:18Z</wsu:Created>

676 <wsu:Expires>2011-09-12T19:32:187Z</wsu:Expires>

677 </wsu:Timestamp>

678 <saml2:Assertion xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

679 xmIns:excl4n="http://ww.w3.0rg/2001/10/xml-exc-cl14n#"

680 xmIns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"

681 xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

682 xmlns:xs="http://www.w3.0rg/2001/XMLSchema'"

683 1D=""149fbbe8-d116-471c-91f3-5ebc01756b31" Issuelnstant="2011-09-12T19:27:19.0942"

684 Version="2.0">

685 <saml2:lIssuer Format="'urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName"

686 >CN=SAML User,0U=QSSI,0=HITS,L=Columbia,ST=MD,C=US</saml2: Issuer>

687 <saml2:Subject>

688 <saml2:NamelD Format="urn:oasis:names:tc:SAML:1.1:nameid-

689 format:X509SubjectName'

690 >U1D=610</saml2:Name ID>

691 <saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2_.0:cm:holder-of-

692 key''>

693 <saml2:SubjectConfirmationData>

694 <ds:Keylnfo>

695 <ds:KeyValue>

696 <ds:RSAKeyValue>

697

698 <ds:Modulus>vYxVZK1zVdGMSBkW4bYnV80MV/RgQKV1bf/DoMTX81aMO45P6r IEarxQiOYrgzuYp+snzz2XM0S603JGQtXQu
699 zDwcwPKkH55bHFWHgtOMzXxG4SQ653a5Dzh04nsmJvxvbncNH/XNaWfHaCOJHBEFNCMwRebYocxYM92pq/G50GyE=</ds :Modul
700 us>

701 <ds:Exponent>AQAB</ds:Exponent>

702 </ds:RSAKeyValue>

703 </ds:KeyValue>

704 </ds:KeylInfo>

705 </saml2:SubjectConfirmationData>

706 </saml2:SubjectConfirmation>

707 </saml2:Subject>

708 <saml2:AuthnStatement Authnlnstant=""2009-04-16T13:15:39.000Z" Sessionlndex="987"">

709 <saml2:SubjectlLocality Address="158.147.185.168" DNSName=''cs.myQSSl.net"/>

710 <saml2:AuthnContext>

711

;%% <saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:X509</saml2:AuthnContextClassR
ef>

714 </saml2:AuthnContext>

715 </saml2:AuthnStatement>

716 <saml2:AttributeStatement>
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717 <saml2:Attribute Name="‘urn:oasis:names:tc:xspa:1.0:subject:subject-id">
718 <saml2:AttributeValue xmIns:ns6="http://www.w3.0rg/2001/XMLSchema-
719 instance"”

720 xmIns:ns7="http://ww.w3.0rg/2001/XMLSchema'"

721 ns6:type="ns7:string">Karl

722 S Skagerberg</saml2:AttributeValue>

723 </saml2:Attribute>

724 <saml2:Attribute Name="urn:oasis:names:tc:xspa:1.0:subject:organization'>
725 <saml2:AttributeValue xmIns:ns6="http://www.w3.0rg/2001/XMLSchema-
726 instance"

727 xmlns:ns7="http://www.w3.0rg/2001/XMLSchema’

728 ns6:type="ns7:string">QSSI

729 esMD OID</saml2:Attributevalue>

730 </saml2:Attribute>

731 <saml2:Attribute Name="'urn:oasis:names:tc:xspa:1.0:subject:organization-id">
732 <saml2:AttributeValue xmIns:ns6="http://ww.w3.0rg/2001/XMLSchema-
733 instance"

734 xmlns:ns7="http://www.w3.0rg/2001/XMLSchema™ ns6:type="ns7:string"
735 >123.456.657.123</saml2:AttributeValue>

736 </saml2:Attribute>

737 <saml2:Attribute Name="urn:nhin:names:saml:homeCommunityld">

738 <saml2:AttributeValue xmIns:ns6="http://www.w3.0rg/2001/XMLSchema-
739 instance"

740 xmlns:ns7="http://www.w3.0rg/2001/XMLSchema’ ns6:type=""ns7:string"
741 >123.456.657.123</saml2:AttributeValue>

742 </saml2:Attribute>

743 <saml2:Attribute Name="'urn:oasis:names:tc:xacml:2._0:subject:role">

744 <saml2:AttributeValue>

745 <h17:Role xmIns:hl7="urn:hl7-org:v3"

746 xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

747 code="307969004" codeSystem="2.16-840.1.113883.6.96"

748 codeSystemName=""SNOMED_CT"* displayName=""Public Health"

749 xsi:type="hl7:CE"/>

750 </saml2:Attributevalue>

751 </saml2:Attribute>

752 <saml2:Attribute Name="'urn:oasis:names:tc:xspa:1.0:subject:purposeofuse'>
753 <saml2:AttributeValue>

754 <h17:PurposeForUse xmIns:hl17="urn:hl17-org:v3"

755 xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

756 code=""esMD Code" codeSystem="2.16.840.1.113883.3.18.7.1"

757 codeSystemName=""nhin-purpose’ displayName="esMD Display name"
758 xsi:type="hl7:CE"/>

759 </saml2:Attributevalue>

760 </saml2:Attribute>

761 <saml2:Attribute Name="urn:oasis:names:tc:xacml:2._0:resource:resource-id">
762 <saml2:AttributeValue xmIns:ns6="http://ww.w3.0rg/2001/XMLSchema-
763 instance"

764 xmlns:ns7="http://www.w3.0rg/2001/XMLSchema™ ns6:type="ns7:string"
765 >urn:oid:2.16.840.1.113883.13.34.110.1.110.9</saml2:AttributeValue>
766 </saml2:Attribute>

767 </saml2:AttributeStatement>

;28 <saml2:AuthzDecisionStatement Decision="Permit"

770 Resource="https://esmdg.cms.cmstest:443/CONNECTNhinServicesWeb/NhinService/XDRRequest_Service'>
771 <saml2:Action Namespace="urn:oasis:names:tc:SAML:1.0:action:rwedc"

772 >Execute</saml2:Action>

773 <saml2:Evidence>

774 <saml2:Assertion ID=""40df7c0a-ff3e-4b26-baeb-F2910f6d0mc24091165"

775 Issuelnstant="2009-04-16T13:10:39.093Z" Version="2.0">

776 <saml2:1ssuer

777 Format="urn:oasis:names:tc:SAML:1.1:nameid-

778 format:X509SubjectName'

779 >CN=SAML User,0U=QSSI ,0=HITS,L=Columbia,ST=MD,C=US</saml2: Issuer>
780 <saml2:Conditions NotBefore="2009-04-16T13:10:39.093Z"

781 NotOnOrAfter="2009-12-31T12:00:00.000Z"/>

782 <saml2:AttributeStatement>

783 <saml2:Attribute Name="AccessConsentPolicy"

784 NameFormat="http://www.hhs.gov/healthit/nhin">

785 <saml2:AttributeValue
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xmIns:ns6=""http://www.w3.0rg/2001/XMLSchema-instance"
xmIns:ns7=""http://www.w3.0rg/2001/XMLSchema"*
ns6:type=""ns7:string">Claim-Ref-
1234</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="InstanceAccessConsentPolicy"
NameFormat=""http://www.hhs.gov/healthit/nhin">
<saml2:AttributeValue
xmIns:ns6=""http://www.w3.0org/2001/XMLSchema-instance"
xmIns:ns7=""http://www.w3.0rg/2001/XMLSchema"*
ns6:type="'ns7:string"
>Claim-Instance-1</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
</saml2:Evidence>
</saml2:AuthzDecisionStatement>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-
shal"/>
<ds:Reference URI="#149fbbe8-d116-471c-91f3-5ebc01756b31">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature'/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-
clan#"'/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>ZBdsOn1MryEtB2U611zt04VIUQM=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>WHaeJEhzDjrBpf4/EEgmtWhY jGPtjJVp7/YXhpMsV09SQc8zUosTJoHjG 1/ 1uroA8GUVGI8T6IBY

n56/ahzxq8+gMcqV4KWx9jYJILAZ7 iNkBreQL i Vekd5Btmxwb 12R3VI19U5zsk 1 0AdbASGEeEw/wu/
3bW7Rov78hxPMdFALYc=</ds:SignatureValue>
<ds:Keylnfo>
<ds:KeyValue>
<ds:RSAKeyValue>

<ds:Modulus>vYxVZK1zVdGMSBkW4bYnV80MV/RgQKV1bf/DoMTX81aMO45P6r IEarxQiOYrgzuYp+snzz2XM0S6

03JGQtXQuzDwcwPkH55bHFWHgtOMzxG4SQ653a5Dzh04nsmJvxvbncNH/ XNaWFHaCOJHBEFNCMwR
ebYocxYM92pq/G50GyE=</ds:Modulus>
<ds:Exponent>AQAB</ds:Exponent>
</ds:RSAKeyValue>
</ds:KeyValue>
</ds:Keylnfo>
</ds:Signature>
</saml2:Assertion>
<ds:Signature xmlns:nsl1l7="http://docs.oasis-open.org/ws-sx/ws-
secureconversation/200512"
xmlns:ns16="http://schemas.xmlsoap.org/soap/envelope/" I1d="_2">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-
clan#">
<excl4n:InclusiveNamespaces PrefixList="wsse S"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#_1">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<excl4n:InclusiveNamespaces PrefixList="wsu wsse S'"/>
</ds:Transform>
</ds:Transforms>
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855 <ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
856 <ds:DigestValue>

857 <Include xmlns="http://www.w3.0rg/2004/08/xop/include"

858 href=""cid:984d42f8-3ec8-4708-9a48-

859 53d8283db4d7@example . jaxws.sun.com'

860 />

861 </ds:DigestValue>

862 </ds:Reference>

863 </ds:SignedInfo>

864 <ds:SignatureValue>

865 <Include xmlns="http://www.w3.0rg/2004/08/xop/include"

866 href=""cid:926569ac-d833-4d0a-b6e8-d6070e11568F@example. jaxws.sun.com'/>
867 </ds:SignaturevValue>

868 <ds:Keylnfo>

869 <wsse:SecurityTokenReference

870 wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-
871 profile-1.1#SAMLV2.0"">

872 <wsse:Keyldentifier

873 ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-
874 profile-1.1#SAMLID"

875 >149fbbe8-d116-471c-91F3-5ebc01756b31</wsse:Keyldentifier>

876 </wsse:SecurityTokenReference>

877 </ds:KeylInfo>

878 </ds:Signature>

879 </wsse:Security>

880 </soapenv:Header>

881 <soapenv:Body>

882 <ns1:COREEnvelopeBatchSubmission

883 xmIns:ns1="http://www.cagh.org/SOAP/WSDL/CORERule2.2.0.xsd"">

884 <PayloadType>X12_275 Request_005010X210E1</PayloadType>

885 <ProcessingMode>Batch</ProcessingMode>

886 <Payload ID>f81d4fae-7dec-11d0-a765-00a0c91e6bf6</Payload D>

887 <PayloadlLength>1551254</PayloadlLength>

888 <TimeStamp>2007-08-30T10:20:34Z</TimeStamp>

889 <Sender1D>HospitalA</Sender1D>

890 <ReceiverlD>PayerB</ReceiverlID>

891 <CORERuleVersion>2.2.0</CORERuleVersion>

892 <CheckSum>43B8485AB5</CheckSum>

893 <Payload>

894 <xop:Include href="cid:1.urn:uuid:5117AAE1116EA8B87A1200060184692@apache.org"
895 xmlIns :xop="http://ww.w3.0rg/2004/08/xop/include"/>

896 </Payload>

897 </ns1:COREEnvelopeBatchSubmission>

898 </soapenv:Body>

899 </soapenv:Envelope>

900

901 --MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614

902 Content-ID: <1.urn:uuid:5117AAE1116EA8B87A1200060184692@apache.org>
903 Content-Type: application/octet-stream

ggg Content-Transfer-Encoding: binary

906 1SA*00* *00* *28*SSSSSS *28*PPPPP

907 *100811*1213*A*00501*100000001*0*P*>~

908 ...

909

910 --MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614

911

912 6.2.2 Sample CORE SOAP + WSDL Batch mode Response

913

914 HTTP/1.1 200 OK

915 Server: Apache-Coyote/1.1

916 Content-Type: multipart/related; boundary=MIMEBoundaryurn_uuid_0B72121B1FEFA9BDD31200060195339;
917 type=""application/xop+xml"; start="0.urn:uuid:0B72121B1FEFA9BDD31200060195340@apache.org"; start-
918 info=""application/soap+xml'; action="BatchSubmitAckRetrievalTransaction"

919
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--MIMEBoundaryurn_uuid_0OB72121B1FEFA9BDD31200060195339

Content-Type: application/xop+xml; charset=UTF-8; type="application/soap+xml"
Content-Transfer-Encoding: binary

Content-ID: <O.urn:uuid:0B72121B1FEFA9BDD31200060195340@apache.org>

<?xml version="1.0" encoding="UTF-8"?7>
<soapenv:Envelope xmlns:S="http://www.w3.0rg/2003/05/soap-envelope'>
<soapenv:Header>
<To xmIns="http://www.w3.0rg/2005/08/addressing"
>https://esmdg.-cms.cmstest:443/CONNECTNhinServicesWeb/NhinService/X12999BatchSubmissionAcknowledg
ementRetrievalResponse_Service</To>
<Action xmlIns="http://www.w3.0rg/2005/08/addressing"
>urn:ihe:iti:xdr:2007:Deferred:Deferred:X12999BatchSubmissionAcknowledgementRetrievalResponseMess
age</Action>
<ReplyTo xmlns="http://www.w3.0rg/2005/08/addressing'>
<Address>http://www.w3.0rg/2005/08/addressing/anonymous</Address>
</ReplyTo>
<MessagelD xmlIns="http://www.w3.0rg/2005/08/addressing''>uuid:7a580843-6871-4e01-8db4-
963c99147avds</Message I1D>
<RelatesTo xmlIns="http://www.w3.0rg/2005/08/addressing">uuid: 7a580843-6871-4e01-8db4-
963c9912345678</RelatesTo>
</soapenv:Header>
<soapenv:Body>
<ns1:COREEnvelopeBatchSubmissionAckRetrievalResponse
xmIns:nsl1="http://www.caqh.org/SOAP/WSDL/CORERulle2.2.0.xsd">
<PayloadType>X12_ 999 Response_005010X231Al1</PayloadType>
<ProcessingMode>Batch</ProcessingMode>
<PayloadlD>f81d4fae-7dec-11d0-a765-00a0c91e6bf6</PayloadlD>
<PayloadlLength>1551254</PayloadlLength>
<TimeStamp>2007-08-30T10:20:34Z</TimeStamp>
<Sender ID>PayerB</Sender1D>
<ReceiverlD>HospitalA</Receiver|D>
<CORERuleVersion>2.2._.0</CORERuleVersion>
<CheckSum>43B8485AB5</CheckSum>
<Payload>
<xop:Include href="cid:1.urn:uuid:5117AAE1116EA8B87A1200060184692@apache.org"
xmlIns:xop="http://www.w3.0rg/2004/08/xop/include'/>
</Payload>
<ErrorCode>Success</ErrorCode>
<ErrorMessage/>
</ns1:COREEnvelopeBatchSubmissionAckRetrievalResponse>
</soapenv:Body>
</soapenv:Envelope>

--MIMEBoundaryurn_uuid_0OB72121B1FEFA9BDD31200060195339
Content-Type: application/pdf

Content-Transfer-Encoding: binary

Content-ID: <1.urn:uuid:5117AAE1116EA8B87A1200060184692@apache.org>

I1SA*00* *00* *28*PPPPP *28*SSSSSS
*100811*1600*7*00501*100000001*1*P*>~

--MIMEBoundaryurn_uuid_0B72121B1FEFA9BDD31200060195339—
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7 Appendix B: WSDL

7.1 Phase Il CAQH CORE 270: Connectivity Rule Version 2.2.0 WSDL

Phase Il CAQH CORE 270: Connectivity Rule Version 2.2.0 provides a WSDL definition.

The original CORE Phase Il Connectivity WSDL can be downloaded at
http://www.cagh.org/SOAP/WSDL/CORERule2.2.0.wsdl

8 Appendix C: XML Schema (XSD)

8.1 Phase Il CAQH CORE 270: Connectivity Rule Version 2.2.0 compliant XML Schema
Specification

Phase Il CAQH CORE 270: Connectivity Rule Version 2.2.0 provides schema definition
athttp://www.cagh.org/SOAP/WSDL/CORERule2.2.0.xsd
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